Instructions for Completing the HAE Security Approval Worksheet





The HAE developer or manufacturer shall annotate the security approval worksheet according to the following instructions.  One sheet shall be used for each HAE configuration.  If there are several configurations for an HAE, multiple worksheets shall be completed.








Item 1.  Manufacturer.  Provide the company name and address of the HAE developer or manufacturer.





Item 2.  Development Sponsorship.  Identify the type of sponsorship for the HAE development of manufacture:  company-funded independent research and development (IR&D), US Government contract, or foreign military sales (FMS).  Provide the applicable reference information as follows:





For company-funded IR&D, identify the letter (DoD organization and date) which granted the US government authorization for the company’s PPS IR&D in accordance with CZE-93-71, Procedures for Obtaining NAVSTAR GPS Security Devices and PPS HAE.





For US Government contract, identify the government system program office or procuring agency and the contract number.  If the HAE developer or manufacturer is a subcontractor, also identify the prime contractor and subcontract number.





For FMS, identify the foreign customer and FMS case number





Item 3.  HAE Name and/or Model Number.  Provide the official nomenclature for the HAE.  This nomenclature will be used in the GPS JPO list of security approved PPS HAE.





Item 4.  HAE Type.  Identify the type of HAE:  standalone, embedded, integrated, or simulator.  Standalone HAE are self-contained GPS receivers that are capable of being operated independently of other systems.  Embedded HAE are GPS receiver modules or circuit card assemblies that are intended to be plugged into or otherwise integrated within another enclosed system.  Integrated HAE are enclosed systems, such as inertial guidance, flight management, or timing systems, that contain embedded GPS receivers.  Simulator HAE are systems that simulate the GPS satellite signals.





Item 5.  HAE (Hardware) Part Number.  Provide the hardware part number to be approved.  The Part number may be either for the overall system or for the security core, according to the HAE developer’s discretion.  Circle the applicable type:  system or security core.





Item 6.  Software Version Number.  Provide the software version or part number to be approved.  The version number may be either for the overall system or for the security core, according to the HAE developer’s discretion.  Circle the applicable type:  system or security core.





Item 7.  Integrated System.  If the HAE is not an integrated system, circle N/A.  If the HAE is an integrated system, circle the type:  flight management, inertial, timing, or other.  For other, identify what type.  Provide the embedded GPS HAE vendor name, model name, and hardware and software part numbers.





Item 8.  Security Devices.  Provide the vendor name, part number, and quantity of the security devices (PPS-SM, AOC, SCB, SAASM) contained within the HAE.   





Item 9.  Classified Data Output Capability.  Circle yes or no to identify whether the HAE has the capability to output classified GPS data.  If yes, identify the type of output, e.g. instrumentation port, telemetry, or memory device (flash).





Item 10.  Enclosure.  Circle yes or no to identify whether the HAE is built with an enclosure.





Item 11.  Classification When Keyed.  Circle the applicable security classification:  Unclassified (Controlled) or SECRET.





Item 12.  Classification Comment.  Explain or clarify any item related to the security classification of the HAE, as needed.  For HAE with classified data output capability, identify the classified data.  Explain “without enclosure” classification as appropriate.





Item 13.  Key Loading.  





Identify the type of key loading capability:  fill port and/or data port.  Identify the type of interface for each.  





Identify whether the HAE has the capability for cold key loading, e.g. without prime power.





Identify whether the HAE has the capability for retaining keys when prime power is turned off.  If the HAE has this capability, identify where the keys are retained, e.g. battery-backed PPS-SM/SAASM or other memory device.





Item 14.  Zeroization.





Identify how zeroization is initiated:  discrete signal and/or command via data port.  For data port zeroization, identify the type of data port interface.





b.  Identify whether the HAE has the capability for cold zeroization, e.g. without prime power.





Item 15.  Miscellaneous.  Identify miscellaneous capabilities and features of the HAE including PPS functions, dimensions, plans for conversion to an SPS HAE, and WAGE capability.





Item 16.  Remarks.  Annotate other pertinent information.  Include names and phone numbers of appropriate points of contact.





Item 17.  Signature and Date.  The person submitting the worksheet to the GPS JPO shall sign and date the worksheet.


