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1. INTRODUCTION

1.1 Background

Appendix F to CZU-03-071 breaks down the term “handling” found in CZU-03-071 into three
separate terms. The three terms are possession, ownership and custody. Appendix F also
identifies what is required of manufacturers and integrators of Global Positioning System (GPS)
Precise Positioning Service (PPS) Host Application Equipment (HAE) from the standpoint of
authorizations. In essence, Appendix F identifies when an authorization letter is required.

Note: In this appendix (CZU-03-071, Appendix F) GPS PPS HAE is

defined as any legacy GPS PPS security device, legacy GPS PPS receiver,
GPS simulator, SAASM and/or SAASM-Based HAE.

1.2 Purpose

This document (CZU-03-071, Appendix F), establishes the guidelines required by a
manufacturer prior to shipment and acceptance of GPS PPS HAE. Compliance with this
appendix and it’s associated procedures will help facilitate the development cycle that a program
must go through in order to meet overall scheduling and fielding requirements.

1.3 Scope

Section 2 covers possession vs. custody vs. ownership, industry through DoD handling
requirements, Government Furnished Equipment, warranty repair, KLIF destruction and
reprogramming. Section 3 provides the terminology used in all current authorization letters to
represent the “warranty” caveat.

2. HANDLING REQUIREMENTS FOR INTEGRATORS AND MANUFACTURERS OF
GPS PPS HAE

This section identifies to industry when an authorization letter is required. Because the DoD is
not required to track equipment via the security authorization process laid out by the GPS JPO,
the DoD is only involved in the authorization process when it directly involves a transfer from
industry to the DoD or from the DoD to industry. All transfers of equipment within the DoD
follow a separate tracking process that is outside the scope of the GPS JPO UE Security
authorization team.

Note: Commercial Entity within this appendix is

defined as any manufacturer of, or integrator of
GPS PPS HAE
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2.1 When is a SAASM a SAASM?

Any time that Operational Software is loaded onto a SAASM architecture there shall be an
authorization in place prior to transfer, procurement and consignment of that architecture. In
essence, an authorization is not required to transfer a SAASM card that does not have the
Operational Software loaded.

However, per the GPS JPOs GPS ASIC Handling Guidelines memorandum dated 1 February
2000, the SAASM Architecture shall be “controlled and protected to preclude unauthorized
access, tampering, theft or loss.”

2.2 Possession vs. Custody vs. Ownership

Section 2.2 is intended to break down each of the above terms into three separate sub-sections.
The result being a clearer definition as to what each term means individually and what each term
means as a part of the overall CZU-03-071 authorization process.

2.2.1 Possession

Possession is defined as a commercial entity’s physical control of a GPS PPS HAE. Physical
control is defined as any employee of the aforementioned commercial entity who has the
specified pre-requisites and who maintains control of the physical GPS PPS HAE.

These pre-requisites would range from being COMSEC briefed if handling keys, to having a
SECRET clearance or higher if handling the GPS PPS HAE. In all cases, the individual must be
a US citizen as the third requirement for a company to handle GPS PPS HAE is to be free from
Foreign Ownership, Control and Influence.

2.2.2 Custody

From a top-level perspective, the Department of Defense maintains custody of all GPS PPS
HAE. It is for this reason that a government sponsor is required prior to any procurement or
development of GPS PPS HAE.

Bottom line, if a manufacturer or integrator ever loses their facility clearance, COMSEC account
or Free from FOCI status, all GPS PPS HAE in their possession shall be returned to the HAE
manufacturer where they originally procured the equipment. If the manufacturer of the GPS PPS
HAE lose their facility clearance, then the GPS PPS HAE is handed over to their DoD sponsor.

2.2.3 Ownership
Ownership is intended to make clear what occurs if an integrator ever loses one of the three pre-
requisites to maintaining GPS PPS HAE. For this premise, a commercial entity maintains

ownership if they build the GPS PPS HAE card that is then integrated into a higher level of
assembly. Therefore, a SAASM manufacturer maintains ownership of the SAASM. For
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example, although a GPS/INS manufacturer maintains ownership of the GPS/INS they do not
maintain ownership of the SAASM because they did not originally develop the SAASM.

Bottom line, if a commercial entity builds a GPS/INS and subsequently loses its COMSEC
account, that GPS/INS manufacturer shall return the embedded SAASM card back to the
SAASM manufacturer who they originally procured from.

2.2.4 Examples

As stated above, ownership belongs to the manufacturer who builds the SAASM or SAASM
based HAE. If these are separate entities, you would have separate ownership. For instance,
manufacturer Y builds the SAASM and manufacturer Z builds the GPS/INS. In this case both
companies have ownership, manufacturer Y has ownership of the SAASM card and
manufacturer Z has ownership of the GPS/INS that the SAASM is embedded within.

Once manufacturer Z takes possession of the SAASM card from manufacturer Y,
manufacturer Y is fully responsible for maintaining control of the SAASM as well as for
tracking it through both the CZU-03-071 process as well as the KLIF tracking process.

Keep in mind that even though manufacturer Z paid dollars for the SAASM, if manufacturer Z
does not comply with any of the four requirements stated below, the embedded SAASM will be
immediately returned to manufacturer Y. Manufacturer Y still maintains ownership of the
SAASM card embedded within manufacturer Zs GPS/INS.

2.2.5 Contractual Obligations

From the standpoint of contractual obligations, a company still procures the SAASM or the
GPS/INS for integration purposes, just as the DoD still procures the SAASM or EGI for it’s
specific platform or program. What is stated above is only intended to make the reader aware
that any developer or integrator of GPS PPS HAE still requires a government sponsor as outlined
in CZU-03-071 Appendix A. Even though a manufacturer may build the GPS PPS HAE they are
still building under direction of the US Department of Defense, this is why the requirement for
either a government contract or IR&D approval from ASD (NII) exists.

2.3 Industry Through DoD Handling Requirements

In order for a commercial entity to gain possession or ownership of GPS PPS HAE they must
first meet the following four requirements

Free from Foreign Ownership, Control and Influence (FOCI)

Have a facility clearance of SECRET or higher

Have a COMSEC account

Have a Government Sponsor (either IR&D or government contract)
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Once the above requirements are met, the next step is for the commercial entity to gain security
authorization from the GPS JPO. The following are examples of when an authorization letter is
required from the GPS JPO. However, this list is not mutually exclusive:

Q

In order for manufacturer Y to ship a SAASM board to manufacturer Z without Operational
Software loaded on the board, no authorization is required. However, manufacturer Y and
manufacturer Z shall work together in order to ensure that the board shall be controlled and
protected to preclude unauthorized access, tampering, theft or loss.

In order for manufacturer Y to ship a SAASM to the KLIF and for the KLIF to ship the
SAASM back to either manufacturer Y or to another commercial entity, an authorization
needs to cover both transfers. The initial transfer authorization is required in order to ensure
that the GPS JPO is aware that a unit has been sent to the KLIF for OPSW load and that once
loaded the unit is appropriately tracked within industry.

In order for manufacturer Y to transfer it’s SAASM to manufacturer Z for integration into a
GPS/INS, an authorization letter must be in place.

In order for manufacturer Z to transfer it’s GPS/INS to manufacturer X for integration into
the X aircraft an authorization letter must be in place.

In order for manufacturer Z to procure GPS PPS HAE from manufacturer Y, an
authorization letter must be in place.

In order for manufacturer Z to transfer its GPS/INS to the DoD (GPS/INS SPO...) an
authorization must be in place.

In order for manufacturer D to transfer a GPS receiver form factor SAASM to a government
support contractor, an authorization needs to be in place.

In order for manufacturer D to transfer a GPS receiver form factor SAASM to a Federally
Funded Research and Development Corporation (FFRDC) an authorization needs to be in
place.

In order for DoD organization M to transter GPS PPS HAE back into the commercial sector
for to integrate into the x aircraft as GFE, an authorization must be in place.
When manufacturer Y ships the HAE via FedEx to manufacturer Z only one authorization
letter is required for manufacturer Z to procure from manufacturer Y. A separate
authorization letter is NOT required for FedEx to actually transfer the GPS PPS HAE.

When ships a SAASM to for integration into a GPS/INS
an authorization is required.

The final two examples are specific to the FMS and DoD to DoD transfers:

Q

When sends the GPS/INS to a non-U.S. country or to a company that is not
free from FOCI an authorization is NOT permitted. In order for this transfer to occur,

and its customer shall work directly with the Foreign Military Sales
branch located at the GPS JPO. This process is outlined within CZU-03-071.
In order for the U.S. DoD to transfer equipment to other U.S. DoD organizations, NO
authorization letter is required from the GPS JPO. Any transfer within the DoD is tracked by
the DoD customer. This covers all transfers of GPS PPS HAE via air (FedEx, UPS...) land
(Train, truck...) and sea (Commercial ship...) that are not going directly from the DoD to the
commercial sector but from the DoD to the DoD.
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2.4 Government Furnished Equipment (GFE)

GFE is a product that has been delivered by the U.S. DoD to a commercial entity for integration
into a specific platform or product. GFE is a required piece of equipment that the DoD provides
the commercial entity at no cost. In most cases this is due to a specific policy that levies the use
of the equipment on a specific program or platform.

GFE is one instance where a GPS PPS HAE has entered the DoD and is coming back out into the
commercial sector for integration into another product or platform. Because the equipment is
being delivered to a commercial entity an authorization letter is required. From the standpoint
of this appendix, GFE would represent GPS PPS HAE that the government provides to a
commercial entity for integration.

Anytime that GPS PPS HAE enters the commercial sector from the DoD, an
authorization letter shall be required. Whether or not GFE is the delivery method, an
authorization letter shall be required by the commercial entity before they take
possession of the GPS PPS HAE on their premises. Without this authorization letter in

place the commercial entity does not have permission from the DoD to maintain
possession of the GPS PPS HAE. Therefore the commercial entity does not have
authorization to integrate or develop GPS PPS HAE on their premises. Without this
authorization, the GPS PPS HAE shall be returned to the government sponsor by the
commercial entity until the appropriate security authorization is in place.

2.5 Warranty Repair, KLIF Reprogramming and KLIF Destruction

Warranty repair, KLIF Reprogramming and KLIF destruction will be identified as three separate
and unique entities. As the likelihood of each instance occurring is high, it is important that the
DoD and industry be tied into the authorization process as outlined within CZU-03-071 and it’s
applicable appendices.

To maintain concurrence with the intent of the various policies and security requirements, the
following three areas are being identified separately. Bottom line, an authorization from the
GPS JPO UE Security team is required in each of the following cases.

2.5.1 Warranty Work, Repair and Depot Support

Warranty work, Repair and Depot Support covers a specific period in time when the DoD or
other commercial entity has a need to send GPS PPS HAE back to the immediate commercial
entity for a specific reason.

This reason is most likely in support of repair or upgrades, and from the standpoint of
authorizations, a caveat has been added to authorization letters that permits this transfer. This
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caveat shall not cover further transfers to other organizations. An example of what is covered
and what is not covered is identified below.

o In order for manufacturer Y to transfer it’s SAASM to manufacturer Z for integration into a
GPS/INS, an authorization letter must be in place.

a In order for manufacturer Z to transfer it’s GPS/INS to manufacturer X for integration into
the x aircraft an authorization letter must be in place.

Based on the above example, the caveat in the second letter would cover a transfer back from
manufacturer X to manufacturer Z for warranty work and repair. The caveat would not cover
manufacturer Z shipping the integrated SAASM back to manufacturer Y.

In this instance, the first letter would include a warranty caveat that would permit the transfer of
the GPS/INS back from manufacturer Z to manufacturer Y in support of warranty work and
repair. In each case, the caveat only covers an immediate transfer. This ensures that the transfer
shall only cover the locations identified in the authorization letter and no other organizations.

Bottom line, this caveat is intended to support the DoDs need to meet the intent of CZU-03-071
and it’s applicable appendices. This caveat is also intended to support the requirement to ship
equipment back and forth without requiring separate authorization each time a repair occurs.
However it is still the requirement that quantities and other information outlined in the original
authorization from the GPS JPO shall be maintained.

This caveat does not permit one variation of GPS PPS HAE to be replaced by a separate
variation of GPS PPS HAE. When equipment gets transferred in support of warranty work the
same equipment shall also be returned. In essence, the authorization covers the procurement of
GPS PPS HAE that has a specific hardware and software part number, as such, when that HAE is
sent back for warranty work, it shall not be replaced with anything other than a GPS PPS HAE
with the same hardware and software part number as was originally delivered.

2.5.2 KLIF Reprogramming

If a government organization or commercial entity has a requirement to reprogram a specific
SAASM, a separate authorization shall be in place prior to shipping the SAASM back to the
KLIF for reprogramming.

2.5.3 KLIF Destruction

Just as NSA can accept legacy based GPS PPS HAE for destruction, the KLIF can accept
SAASM and SAASM based GPS PPS HAE for destruction. In order to transfer this equipment
to the KLIF a separate authorization letter shall be required prior to transferring of the GPS PPS
HAE. Prior to submitting this request it is important to notify the KLIF that this transfer will
take place. Appropriate contact information can be found in appendix E to CZU-03-071.

3. AUTHORIZATION CAVEATS
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The following authorization caveat permits the DoD to send GPS PPS HAE back to the
identified integrator for warranty work, repair or depot support.

“This authorization covers subsequent transfers from [DoD organization M| back

to [ ] as required to support warranty, depot repair and maintenance. Any other
transfer to any other organization outside of the DoD shall require a separate letter of
authorization."

As a final note, it is essential that all parties follow the requirements laid out
within CZU-03-071 and its appendices. By not following these requirements, the

commercial entity runs the risk of falling into one of the areas outlined within
appendix D of CZU-03-071 for non-compliance.
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