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Q1: Given that plans for GPS jammers are apparently available cheaply on the Internet, how vulnerable are smart weapons and how vulnerable are our military aircraft.
A1: They are not exceptionally vulnerable, but they are vulnerable.  

Q2: What is a “smart” weapon?

A2: A  “smart” weapon, or “smart bomb” is a designation given to weapon systems that have an active guidance system attached, which allows it to be guided to the target vs. one that just depends on gravity, natural effects and luck to hit its target.  Many of the new generation smart weapons use an Inertial Navigation System (INS) as its primary guidance system and a Global Positioning System (GPS) to provide it with a periodic location reference to the INS.  This symbiotic relationship between INS and GPS provides a system that is a highly reliable, very accurate “smart” weapon.  One example of this type of weapon is the Joint Direct Attack Munitions (JDAM), which was used very successfully in Afghanistan against the terrorist contingent.

Q3: What could a GPS jammer do to a smart weapon?

A3: The short answer is - not much.  The long answer is - because smart weapons have a combination INS/GPS system, any enemy jammer would have little if any impact on the smart weapon achieving its mission.  For example, with an INS/GPS guidance system, a JDAM will hit within 15 – 20 feet of its target. Without GPS, a JDAM will hit within 45-50 feet of its target.  For reference, the average 4-lane street city street is 100 feet wide.

Q4: In urban warfare, in which our next conflict could be fought, your target has to be a good deal more specific.  Therefore, the difference between 15-20 feet and more could make a huge difference - the difference between a hospital and a weapons vent.

A4: Collateral damage is always a major concern in any conflict.  Consequently, military planners take this into consideration as they develop a plan for the conflict.  This includes the nature of the target, what weapons will be employed and the possibility of any collateral damage.  Where collateral damage is unacceptable, the planner can use a variety of smart weapons—GPS, laser, or optical guided systems—to prosecute the mission.  Our planners used a variety of these weapons in Afghanistan.  In addition, our military professionals also use avoidance techniques to avoid the electromagnetic type jammer.

Q5: Please provide one example of how jamming could be avoided.

A5: Let us assume that the enemy implemented a jamming field to foil a collocation attack using smart weapons.  One way to avoid this is to have the system acquire the GPS signal outside the limits of the enemy jamming field.  Once the smart weapon has a good lock on the GPS military signal, it is fairly resistant to enemy jamming fields.  In addition, as mentioned above, we also have an INS in these weapon systems and an INS system is totally immune to any kind of electromagnetic jamming.   Thus, the system will reach its target despite the enemy’s use of jamming to discourage attack against the target.

Q6: What about the spoofers?  

A6: A GPS spoofer is a name given to any device that mimics a GPS satellite signal.  Thus, a spoofer is used to fool the GPS receiver into thinking that it has a good satellite signal and by using this false signal, a person could send or guide the GPS guided weapon off course.  Although this sounds easy in theory, it is very difficult to do even if you know how.   In the military there is little concern about spoofers since we use very secure encrypted GPS signals.  This military-use-only signal is very secure and if you don’t have the proper cryptographic keys you would have an impossible time getting access to the signal.  We are very confident that our military encrypted signal is “spoof-proof.”

Q8: How easy is it to get GPS jamming equipment?  

A8: If you know where to look and have access to the proper electronic parts you could build one.  Some are even advertised on the Internet.  Many of these types of jammers are rather small and have very limited capabilities.  As such, they have a tendency to impact civilian users of GPS and are not a threat to the military users who rely on the military encrypted GPS signal.

Q9: When you say the jamming equipment is small, do you mean the actual size of the jammer itself, or do you mean its range?

A9: Both its size and range – they tend to be equivalent.  

Q10: But when the jamming equipment is larger, as in the $10,000 price range?

A10: Larger jammers could be effective in a limited number of cases where the scenario was just perfect—this is rare and requires considerable expertise and experience in GPS system.  Also, many of the new generation receivers that are currently deployed, track up to 12 satellites at a time.  We only need signal from four satellites to get a position solution and once you’re tracking the satellites you only need one or two to get a position fix.  Also if you will recall, the military systems use systems that have INS and GPS working in tandem and when the GPS system looses the signal—be it to jamming or other reasons—the INS system uses the last fix input to guide the weapon to it’s target (reason we call it a smart weapon).  It is for this reason the military will be able to achieve its mission even when the enemy tries to use jammers to protect its critical targets.  

Q11: So what kind of countermeasures are you coming up with?

A11: We have been building and deploying various anti-jamming systems for some time.  For example we have smart anti-jam antennas that work like filters—they allow good satellite signals to get through and block any kind of jamming signals.  Other systems provide better integration between the INS and GPS systems and also make them smaller.  All of these were developed by the military for use in military operations.  

Q12: And are these antennas on weapons currently?

A12: Yes.  In addition, we have also developed other systems for use by weapon systems that may not have the smart anti-jam antennas.  The military will always be working to make sure that GPS is available to the military forces 24 hours per day, seven days per week, and we are currently working to make it “bullet-proof” against anything that the enemy can come up with.

Q13: Overall, does the Air Force have any concerns about the GPS signal in the current and future warfighting arenas? 

A13: GPS for military use is not completely anti-jam “bullet-proof” yet.   However, the GPS Joint Program Office knows where and how to place anti-jam devices and provides this information to our forces using GPS equipment to ensure that impact from GPS signal jamming is minimal to the mission.  To date, we have deployed many of these GPS anti-jam “Kevlar jackets,” and are dedicated to building more effective ways to ensure that our warfighters can accomplish their mission using GPS.  
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