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On Sunday, May 25, 2003, the atomic frequency standard on GPS satellite number 27 (SVN/PRN 27) became erratic. By Monday the range errors caused by the faulty clock had compelled the GPS satellite operators at Schriever Air Force Base to perform two contingency uploads in an attempt to correct the condition. Still, the atomic clock did not stabilize. Its effect on GPS users grew as signal ranging errors grew. 
Finally, after satellite operators saw the user range error (URE) spike to approximately 38 meters at 1733 hours universal coordinated time (UTC) on May 26, they commanded the signal to "unhealthy," which effectively removed the satellite from service. (Information based on a presentation by Karl Kovach of ARINC Inc., "Two Recent GPS Integrity Anomalies," presentation to Interagency GPS Executive Board's Integrity Failure Modes and Effects Analysis team, July 29, 2003.) 
Fortunately these incidents are rare, but when they happen, many user groups are affected, and the repercussions can range from annoying to severe. As the GPS constellation ages, many users are asking tough questions of the service provider. How often do these events occur? How are users affected by such events? What is the service provider doing to more rapidly detect and correct such anomalies? 
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The first GPS satellite was launched February 22, 1978, and at that time, GPS's purpose was clear - an inexpensive, reliable source of position, velocity, and time for the U.S. military. The idea of civil use of GPS was only lightly addressed by the system's founders and never formally incorporated into the planning process. 
In an article in the September 1994 issue of GPS World, Bradford Parkinson, the first executive director of the Department of Defense (DoD) NAVSTAR GPS Joint Program Office, describes the early DoD view of civil use of GPS. "From the beginning of GPS, it was recognized that the proposed GPS system would provide utility for many more users, other than the U.S. military. The system's designers arranged the code structure to have a precise, protected modulation (the P-code) that could be encrypted and a clear acquisition modulation (the C/A code) that could be exploited by civil users. The earliest presentations always included descriptions of the system's usefulness to the worldwide civil community." 
Yet recognizing the utility of civil GPS is not the same as planning for it and incorporating it into a system design. In fact, the system designers viewed any benefits to civil users as secondary to the need for specific constraints to limit the use of GPS against U.S. forces. They incorporated into the system two distinct security features to prevent or limit its use by adversaries: selective availability (SA), which intentionally skewed the accuracy of the unencrypted Standard Positioning Service (SPS) signal, and anti-spoofing, which encrypted the Precise Positioning Service (PPS) signals. (See article by Bradford Parkinson in "Further Reading" for additional details.) 
Speaking to this issue of adverse use of GPS, Parkinson notes that "in the beginning, the system's designers did not seriously consider this a threat, because they believed that the military P-code's projected accuracies, 10 times better than the civil C/A code, would create much less accurate civil receivers." He concludes dryly, "Technology, however, has invalidated this assumption." History has indeed shown that civil GPS accuracies are every bit as good as the military accuracies. 
Thus, although civilian users had access to the unencrypted signals, the U.S. government's position toward this class of users remained undefined. In 1983, however, all that changed. During the month of September that year, the Soviets shot down a Korean airliner that had allegedly drifted off course into the air space of the former USSR. In the aftermath of that event, the Reagan administration announced that GPS would be made available for civilian users worldwide as well as for military operations to preclude such incidents from recurring. 

During the next 10 years, civil use grew by leaps and bounds, and by the mid-1990s civil GPS sets outnumbered military sets by 10 to 1. In 1996, President Clinton further solidified civil GPS policy in a presidential decision directive (PDD) stating the U.S. government would provide the SPS for peaceful civil, commercial, and scientific use on a continuous, worldwide basis, free of direct user fees. Congress codified the PDD in 1998 with the passage of Title 10, Section 2281 of the United States Code. 
At the time of the PDD, GPS still employed SA, essentially "guaranteeing" civil users a real-time positioning accuracy of no worse than 100 meters horizontal 95 percent of the time. Actual GPS performance, however, was masked by this 100-meter random error. In May 2000, however, the veil was lifted when President Clinton directed the cessation of SA. Finally civil users had access to the full capability of GPS and experienced an immediate and dramatic improvement in positioning and timing accuracy. With the improvement came increased visibility into GPS performance. Variances in accuracy that had been masked by SA were suddenly visible, and GPS users could see the effect ephemeris and clock behaviors, along with satellite geometries, had on signal-in-space performance. Figure 1 illustrates the effect of the removal of selective availability. 
The improved accuracy was followed by strengthened service commitments from the U.S. government, through the reissuing of the GPS SPS Performance Standard in October 2001 by the assistant secretary of defense for command, control, communications, and intelligence. In addition to a promise to provide improved accuracy, the standard specifically discusses the U.S. government position on providing hazardously misleading information (HMI) within the GPS service. It essentially identifies an HMI event for a healthy satellite to be when the signal in space user range error exceeds 30 meters. 
And so we come to the events of May 26, 2003, in which a ranging error of 38 meters was designated an HMI event, something that would not have occurred in the days of SA. Figure 1 clearly reveals that, if this incident had occurred prior to the SA transition, it would not have been noticeable to civil users, but after the transition the 38-meter error would have stood out distinctly. 
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With the end of SA and its degraded accuracy, civil users have seen the promised land. At the same time, however, errors heretofore hidden in the noise now have moved to center stage. The U.S. government has tightened its commitments to civil GPS users through update of its SPS performance standard. But without comprehensive, transparent monitoring, how is one to know that these standards are, in fact, being met? Already organizations such as the Federal Aviation Administration (FAA) and the International Civil Aviation Organization are incorporating GPS into their service infrastructures, but how can they verify that GPS is meeting their required minimums? 
Even as a growing need for performance monitoring is emerging from the practical experience with GPS, the Galileo satellite positioning system under development by the European Union and European Space Agency attempts to address these issues at the outset. Among the services proposed for Galileo are for-fee commercial and public safety services with guaranteed performance levels to be provided by special encrypted signals. Undoubtedly, sovereignty, nationalism, and economic issues are also involved in the Galileo program, but the U.S. government must not confuse those issues with the legitimate concerns of global users who demand a verifiable service standard before embedding GPS into critical national infrastructures. 
Clearly the demand for civil monitoring has grown significantly. Assuming monitoring is a prerequisite to a fuller acceptance of satellite navigation systems, how do we define monitoring? Is it merely tracking the civil signals and checking to see that range errors stay within predefined limits? It certainly includes this, but much more. First, however, let's look at the current situation with GPS monitoring. 
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Today the U.S. Air Force provides 24-hour monitoring of the GPS satellites. None of the signals are monitored continuously, however, and the current service primarily revolves around the PPS signal. Civil SPS services receive only limited monitoring. 
The U.S. Air Force (USAF) uses a network of five worldwide monitor stations that feed data to a master control station (MCS) at Schreiver AFB, Colorado. (For further details, see the 1994 article by Christopher M. Shank and John W. Lavrakas listed in "Further Reading.") This network does not provide continuous contact with all satellites during a 24-hour period. In fact, it maintains contact only about 94 percent of the time, assuming all monitor stations are operational, with the worst coverage in the southeast Pacific Ocean regions. MCS personnel and automated software monitor the L-band performance data round the clock from the five monitor stations. Every six seconds, MCS software checks PPS pseudorange values for consistency. Every 15 minutes, the MCS performs tolerance and validation checks of the pseudorange and navigation data being broadcast. If the navigation predictions diverge from standard tolerances, then the differences are investigated and remedied. As part of every 15-minute check, an MCS analyst checks a number of signal range error values based on observed and Kalman filter performance measures. The analyst also checks for navigation data miscomparisons between the MCS predicted data and navigation data received from the satellite and confirms P-code signal lock. 
The SPS signals are processed only for a few seconds when a satellite is first acquired after rising above the horizon. A great deal of commonality exists between the two GPS signals; therefore, tracking the PPS code is equivalent in many respects to tracking the SPS code. Nonetheless, several distinct differences exist between the two. 
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A review of current GPS applications and U.S. policies reveals a number of ways to view monitoring the GPS civil signal. First, monitoring should provide the GPS operators a means to assess if the service they are providing meets expected service levels, whether these service levels are based on officially established thresholds or user expectations. Second, monitoring should allow GPS users - both civil and military - to gain visibility into the level of service being provided. Third, monitoring is needed to provide a means to detect and warn users of significant GPS service failures. 
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The USAF has at least three ways of looking at the problem of measuring GPS performance against threshold values. These involve comparing current performance with specified service levels, with commitments made by the service provider, and with user expectations. 
Specified Service Levels. The DoD, as operator and maintainer of GPS, has developed a number of technical documents that describe the expected performance of this system. In the GPS System Specification (SS-GPS-300E, 30 Jan. 1995) the U.S. Air Force Space Command established performance levels to support system acquisition. Traditionally, the GPS Operational Requirements Document (ORD), authored by USAF Space Command, has driven the formulation of this document. However, the ORD will soon be replaced by the Capabilities Development Document (CDD). Inputs to the GPS CDD are provided by the GPS Interagency Forum for Operational Requirements, an interagency body jointly operated by Air Force Space Command and the Department of Transportation (DoT). (For further details, see 2001 paper by John Lavrakas cited in "Further Reading.") Thus, current and future specifications are shaped by both military and civil user requirements. 
Service Commitments. In addition to technical documents, the DoD has issued a standard describing the service levels to which the U.S. government will commit in providing civil GPS service to the world. The GPS (SPS) performance standard, issued in October 2001, sets these levels based on the current system configuration and current operations tempo. The attributes for which performance levels are identified include satellite constellation management, service availability, service reliability, and positioning and time accuracy. 
The previously mentioned SPS performance standard replaces the SPS Signal Specification, issued in June 1995. Among other changes was the new statement on hazardously misleading information or HMI, which defines an HMI event as occurring when the signal-in-space URE of a healthy satellite exceeds the greater of 30 meters or 4.42 times the broadcast user range accuracy. The standard states that GPS can have up to three HMI events per year, with durations lasting up to six hours each. Prior to May 2000 range errors above 150 meters were considered HMI events. Now the bar is set at only 30 meters. 
Expected Service Levels. Users have come to expect certain service levels based on the historical performance of the Global Positioning System. Expected service level does not refer to users' desire for enhanced future GPS performance but simply to the reasonable expectation that service will, at a minimum, be maintained at current levels and that disruptions to that service will be resolved promptly. Expectations vary depending on applications, but the service provided typically exceeds government specifications or commitments. For example, Figure 2 shows the signal-in-space user range error for the past six years as reported by DoD's GPS Support Center. The root-mean-square URE has fallen steadily over the past six years. The expectation of users, both military and civil, is that URE performance will continue to improve, or, at a minimum, remain stable over time. The service provider cannot ensure this stability in service without monitoring the signal. 
Consider another example: users reasonably expect that the system operators will detect and correct a service disruption quickly enough to minimize any negative effects. The SPS performance standard states that an HMI event can occur three times per year for up to six hours per occurrence and still be within its standards. Most GPS users, however, would expect an HMI to be detected and corrected as quickly as possible, certainly in much less than an hour. As the operator of GPS, the U.S. Air Force must have continuous insight into system performance to be able to detect and correct problems in service as quickly as possible. 
Many user groups are quite satisfied with the level of service identified in the GPS SPS performance standard, finding it more than adequate to meet their needs. For some, an anomalous signal in a signal-rich environment is irrelevant because the offending signal can easily be excluded. 

Current Performance Visibility [image: image6.png]



Continuous monitoring, archiving of signal data, and generation of status provide invaluable information for many. The U.S. Coast Guard and FAA are just two such organizations that would benefit from increased visibility into GPS performance. Each operates 24/7, providing rapid response to user concerns about GPS. Having access to past, present, and future visibility into GPS performance would readily enhance their ability to serve their user base. Many other organizations would benefit from this insight. 
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How bad can a signal be for users to be concerned? On July 28, 2001, the ranging error on the broadcast signal of GPS SVN 22 reached 300 kilometers and remained in an HMI condition for almost two hours. Many aviation receivers detected this anomalous signal and either disabled their GPS navigation function or excluded the signal from their solution. Many other receivers, however, used the signal, generating erroneous position and timing solutions. What is reasonable for users to expect in a situation such as this? Surely they can expect 
· the service providers to have a monitoring capability that provides 100 percent coverage of all GPS signals 

· the service providers to remove the anomalous signal from service as quickly as possible. 

This ability to protect users from use of anomalous service is integral to the concept of service integrity. The 2001 Federal Radionavigation Plan jointly issued by the DoT and DoD defines integrity as "the ability of a system to provide timely warnings to users when the system should not be used for navigation" [Ref. 8]. Monitoring of the GPS signal will support integrity but will not fully bound the integrity problem. In the world of GPS, timely warning of a signal's failure can be accomplished by a variety of means: 
Type 1. Removal of the signal carrier (no signal transmitted at all). This occurs either automatically by the satellite or by control segment command. Examples include automated shutdown of the L-band transmitter due to on-board conditions and termination of the vehicle operation at the end of its life. 
