OVERVIEW OF CZE-93-105A PROCESS

To become a PPS HAE manufacturer for the US Government, a company must meet the following eligibility requirements:

· Be free from foreign ownership, control, or influence (FOCI) or have completed actions to negate FOCI in accordance with DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM).  The NISPOM may be viewed at the following Internet website: http://www.dss.mil/isec/nispom.htm.

· Possess at least a SECRET facility clearance issued by the US Government in accordance with DoD 5220.22-M.

· Have a COMSEC account established by the US Government in accordance with DoD 5220.22A, Communications Security Annex. 

For company-funded independent research and development (IR&D) efforts (i.e., developments not under government contract), a company may initiate the security design review process directly with the GPS JPO if the following prerequisite has also been satisfied.  To perform company-funded PPS IR&D, a company must obtain written authorization from the Office of the Assistant Secretary of Defense for Command, Control, Communications and Intelligence [OASD (C3I)].  The GPS JPO document CZE-93-71, Procedures for Obtaining NAVSTAR GPS Security Devices and PPS HAE, contains additional information on this requirement.  The latest version of this document may be viewed at the GPS JPO UE Security webpage.

For US Government contracted efforts, the sponsoring government organization must initiate the process with the GPS JPO.  The GPS JPO observes contractual protocols by coordinating the security approval requirements and activities through the sponsoring government organization.  The GPS JPO encourages representation from the sponsoring government organization at the security design reviews, so the government sponsor would be aware of and can provide inputs on potential contractual impacts resulting from the security design review process.

The typical sequence of events for a security design review follows:  (1) During the general session, the manufacturer briefs the information required by CZE-93-105A (or CZU-99-001).  (2) The manufacturer table-tops a walk-through of the hardware assembly drawings and schematics with the security review team.  (3) The manufacturer personnel recess, while the security review team independently reviews available documentation, specifications, interface control documents, test plans, etc.  (4) The security review team caucuses to consolidate comments, questions, and action items.  (5) For developments under government contract, the security review team pre-briefs the government sponsor on any issues.  (6) When the general session reconvenes, the security review team briefs the manufacturer on the results of the caucus.

To initiate the process, phone (310) 363-6394, DSN 833-6394.  Provide the following information:

· Name of program or project.

· Name and top-level description of equipment to be reviewed and approved.

· Name of sponsoring government organization (if applicable), point of contact (POC) name, phone number, E-mail address, and contract number.

· Name(s) of prime contractor / subcontractor / HAE manufacturer (as applicable), POC name, phone number, and E-mail address.

· Desired schedule for the review.

· Desired location for the review.  The GPS JPO security review team typically conducts the reviews in El Segundo, California, or in the greater Los Angeles area.  However, if justifiable, the GPS JPO security review team will travel to other locations as needed.

Note:  The document applicable to PPS HAE containing the Selective Availability Anti-Spoofing Module (SAASM) is CZU-99-001, NAVSTAR GPS SAASM Host Application Equipment Security Approval Requirements.  However, this document is currently in the draft coordination cycle and will probably be released in October 1999.  Meanwhile, for SAASM-based HAE, the general process in CZE-93-105A should be followed.  The GPS JPO security review team will provide guidance on the tailoring of the detailed requirements for SAASM.  
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